lloT SOC MH|A

Zo|=0] AMjoJo|x]| (Seiichi Koizumi) A|@XI7| E| =L (Tetsuo Shiozaki)'

o] t2e FeHDX)E 8 = =5 7] 915l Yokogawa+= AH& S1E[Y! (Internet
of Things, IoT) 2F2E AJH]A 9] Yokogawa CloudE A3l 21 {I&Ul $el= E3F DX A
HIAE ¢FdolA wkE7] 98] glofxl QI Yokogawa A EOF A AH (Yokogawa HF 2
HE " AE: Y-S0C)9 295 &l 55 ol-¢5 &85t IT/OT B¢t HUEHY AJH|AF
NG 2 F9A4= IT/0OT 889 71€3 §%= 49511, Yokogawad] IT/OT &8 SOC

IIoT SOC AJH| 2~

AJH|2.9] 2.8 A2 AF

=9

A9 AHDX)E Goto] Feh9c Aul2r} strhela 29 7]
E] £(OT)3 HB 714(De] $FHL YEUTIT/OT $3).
I} OTe] gele AEAoR Yeg Pelsglo), OTHolHE
oo AR HanR auEoz Aga) Sle YEAZL A 4
5 QAR gtk 13 12 B [T/0T Y92 of7]e4
£ oz,

ohgel, Wriet ool OT Ylolelg &0z Befsha wajsh
7) Sl FeH9= Al 20 S, dlold] dlol=L % mj4l 2]

Al2gle] A3 AdEE OT HEH A 7 H4 51 Slsyth

[oT ZH¢-E AH]2A2] Yokogawa CloudE 271 9 o[HIE &=
YEE, FePd A, AAIA Ao, glole 4a3t & ohedet Het =
A7} ek o] QiU Th ?HE AR OT YEQ A+ B3t 99 2]
el gt ol QlEHle] H<&sto] Mg OS AlFS A8 bl
ofm, QUejHla} 18 OS Al & tf Hetol Fofetyrt.

1O S24 BY 4

DXP 7185

_,_
=]
A
iG]
e
ot
2
o

IDC Japan®] 2021 <& i 7|4 diiFez ¢k oT/OT &=
oF zA]of| that 2AY Vol whE T, 36.4%2] 7|0l AALe] ZHE A
A2l gste] Bl Abdolu AFLE A S T(AW
= 34.4%). 719 Zxte] 77k 714 (47.7%)°] A4+ HoT/OT K
QF ZA|7F FRSHA] i AZska sy Th 2 294 1T/0T
|&9] Tl sl Astal, Yokogawae] OT Eot -+ AlE|(OT
SOC)&}F AlE| o] AH] A AFIE A7HG U T

‘]
| Internet

Corporate DMZ ﬁ+uj

< Email Server
€ -.
H WebSever
2 Corporate N 3
IT = Enterprise 5] 3 .
2 Systems Active Directory, Corporate
‘5" DHCP.DNS  Servers Workstations
g f
o Operations DMZ Patch Repository
Jump Host Replicated Historian
- Active Directory,
DHCP, DNS
Supervisory N
Control B
Historian
(2}
o=
OT |8

Basic Control

Sensors and Equipment
Under Control

m L]
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IT/OT &2 5%F
H 7
A% 7Hs T T FESDGy)O] F41 BRAYOR Qlel|, ZaA
& A oux|2 o] Ak} eha W&l

[
2
2
1o U
=
IN
i
[>
ot
ol
:
I

jinss
ol
rlu
o
i
e
kel
%0
ol
W
=
Ay
e
ol
=
H
=)
o
e
T
@)
>_]
H
=
o

She Ao 2= o|gt Wl gt tf-g o2 FEA] oF
Qo] AAIE xYoh= [T/0T9] g&o] St
AHUL o]Helle ZME Alof Zu] AZT A A4

Mooy g H
°
o I
)
T
x
A T
H’I

al )
2] (enterprise resource planning, ERP) & 17 A ¥+2](customer
relationship management, CRM)2} -2 IT A|AE 9] AlZo] A=
5] JAFUTh 2SeE ARE 2 A ARYH T2 74
FHIT 7152 ARgste] IT lofelet OT dlolEE HolH o]
AR 2 T Bz OT AlofREe 2= A2Jo}7] o]zl EHE &

G AdE 2SS = dEUH. o] E T EWES2 CO, HiE Al

ol W2 Az 94 247 o114 4v] BEL BT D EL
7N6e 2% S9eE Aole] Aet 5wz L B0 Wl 4
802 433 4 it

o] A FAl= 9E 719 g dolduth she] sfddor
TS T 2 A2 7199 AAIE dold H3 AI2" (system
of systems, S0 FYL Bl A2 HIZUA 7S Fd51A 4%
Sh= AQUTY, whabA IT/0T §3te] 24 Hop= t$: s A
o2 oAUt 18 2% Yokogawa?] SoS 71 Qe

IT/OT ¢ AYsH= 71¢ 2 33 A
ISA-95°" & Purdue Model®-2 OT Alo] A9} IT A|AHS
S © AMgEE 497 BsU OT Alo] FAzE Bt A

SoS step 3: SoS integration throughout the value chain
SoS step 2: SoS integration in an industrial park or a partial value chain

SoS service B SoS service C

@ SoS layer

S0 step 1: SoS integration in a company

SoS service A

SoS service D

SoS integration platform

o] A A’ (distributed control systems, DCS)¥t Z2 Tim& 22
ZAEE# (Programmable Logic Controller, PLC)5-0] 9lom, IT A|
2 e ERP, 334 & (supply chain management, SCM) @
Az AdY A AE(manufacturing execution systems, MES) 5-©] 2L
SUT ol=gt el Atg HlolH, AR AdF, 117 (high
availability), QFA4d (safety) B 44 (stability)ofl oiet = | Lt
22 OT vl W 7|5 (functional) @ H] 7]-5(non—functional) &
TARFE S5 o2jet Bl 5o] 21
A28 T7)e shAT, S s AFY A AFY S 575t
E A2 IT/OT 88 ek SKIET g5yt
o] E2& IT/OT €& A A2 1A vzt o]
= Agohedl, & TREAA A A9 29 AZkstel AhgE-
[oT(oT), AL A" EQ 7]&& o83t 7|4 ti] 7/, AnE
ol 9] 71&(software defined everything, SDx)I 714 7|0
S &89 §aA% AF Ao, IT AH| A T ATSM)SE 4 A4 A
ARI/MIZY A ) AARI(OSS/BSS) 2] F3te 5ol A= Aol ¢
St BEE AJH] A(recurring services) 9] Als- 5] AUt IT/OT &
T2 AxA L DXE f1-F F18 o] HUFHTh
BAHA SHA =, 7129 [T = OT A& FoHd dige
2EOE 5 gl Ygel B4 gsynt?. sidsfior & 7414
Q7% RAIRE, S99 IR QI tf-gAlo] Hagh g5 &
J 3= IT 9 OT e AlA|T A2 o Het Ao &
EQIF Heto] Aljte A, TS A Y ZREF

IT B3t} OT BHete] zto]
IT E2tat OT Hot Atolofe & 747] #o|7h 9lg Ut OT
SOC A7 Al o] 2|3t Zfol& HFEA] a1efsfiof gt

Company A

IT data lake
OT data lake

3¢ IT/OT convergence
layer

Back-office IT system
(ERP, EAM, CRM, GIS, PLM)
IloT SoC

N DC! MES ‘ LIMS R PIMS
oT SVStem Iayer fﬂpmate cloud Secure, high-availability cloud

@ Network edge

‘-ﬁf? Access network

Company B

IT data lake

Cloud platform

Company C

IT data lake
OT data lake

Back-office IT system Back-office IT system

IloT SoC lloT SoC

DCs R MES
Secure, high-availability cloud

[
App App

Local edge Local edge

@) Private cloud
()

30

A
420 Plants

Al App v App
Local edge Local edge
- LD 5 8] = M- £ ”

OT control equipment

(DCS, SCADA, PLC, RTUs|

J221T/0T 88 & 5§ A|AH! (system of systems)
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A, 1T OT+ Al 7FA] BEF 841 7184 (confidentiality),
24 (integrity) 9 718/ (availability) o] =917} tHEH T

IT =HQlofA= QJIEUlE B3 o A Eof(malware), T
“d(phishing), Blo]¥] & (Data Loss), T HA|A(unauthorized
access) 2 7L H1O] THFRE Q1P 0 REE] A i@—% B ojjoF o7 of
2ol 71g/go] SAE Yt OT HQlolA 54 g2 S Z2A
2 Alo] ZH], Qb AR AAE 2hel o] B (takeover) U T T1e]
A OT Z|91e] 294 == 718/ (availability) o] ™, Y E]H-2>
ok, 94 o ARAS] 2738 FUT OT A, 2131 ojle
ARE st AlZteletal ¥ o[flEo] ek AL 9 o] T}
TR HYUEE Qlzeprt F e ghct

e, A% % 5 H2E e AR Aol Aol B 2

g3 meAAE 9 Alg B FAE FYS v R 298y
o} whebA ore el Altate] Qs e Zlo] oyt At
ofre] Agtolut M4 selo2 Qo) AREA e 7HE e
(shutdowns)o] FFS 7Fs/do] EFUTh 919 AMEst A5t
™, ALLE oio}r] Qo ZRAA Aol HAE Ak, s
B @10 Qg WA 24 AFS olalslol, 71 A2di 5
SR RS 4 Qe A2 A o] tig Ry Ego] Faghint?,

OT SOC& vt A9 &5 Aeig BUEFst o A
= At QFAE BAgsfof o2 E&, o[flE Mo e R E
A7AA O] AZF 1Al 71 W8] SHolA w2 AHIA S Pof
(service level agreement, SLA)-& &Z3fof gt

EA, Z5afoF & ®eF HFEo] tHEY . 15027001, NIST,
PCI-DSS= IT Al2dlo] gt Ziow, Ao Alxdle] & 7}z ot
2 ¥zo] AgHYtHH 3). North American Electric Reliability
Corporation critical infrastructure protection(NERC CIP)+= ZHA|gH
OT HlolHE 27dYth 4t Ao} A 25§ AtolH Het 2o
et =14 E2<1 ISA/IEC 624432 Th2 B BFoA] AFH
QU OT Hetol s Ry e & wofl= ol=itt & 4
& BAgelioR Futh 19 4= [EC 62443 A2 =0] 25 Hof
Ytk

»z

fol
)
N

OHH

R

i

N

ISA/IEC 62443 : International Standard for the Security
of Industrial Automation and Control Systems

NIST CSF : National Institute of Standards and
Framework's Cybersecurity Framework

NERC-CIP: North American Electric Reliability
Corporation Critical Infrastructure Protection

ISO/IEC 27000 series : International Standard for
Information Security Management Systems

IIoT SOC AJH| 2~

214 IEC 62443 series'”2| 21X

AR, B4 Z2EZo] YT OT AlAFE Ao §3¢]
wet oheFer T2 &2 (Modbus, MQTT, OPC UA)Z}H 444 o]t
SI(PROFINET Ethernet/IP)E AR&atH, &7 277 P42 FHEA]
BEU theba] OT SOCell= thefet HiolH AEE 4, 24, A
Zt3fol7] Q1eh heket A= AE(R L, offIE, YEF 2 ol
AlEAE BYERSH] Y dAYE) 7 8 A5 ol
ZhA = o[HIE dloje] ¥ 218 S5k siAlsl= 1ol Bish
o] 2] Ax Aot B4 Dart dEyTh

A, 14 21k thEU T IT AIARR 8 A A BAjof A
Weoh= A7 won &l A7t glsyrh v OT SOC+
OT Al2Ho] l 1E1°11 23] HA| Aohe] EAskar 7o) Q1S ot
ofsh= A2] OT Az H ool 25) 2Hg5]7] wigof] 54 LA~ A
of A], obd *li% 2 AL eRelef] el&et OT Ay o]9] Ego]
Zaghrc, o]t o] &1, OT SOC Kot dlizlyoj= @] OT 4l
2 ojot 48] PAE =0k stal @] doj= oA kaFE 4= Q)
oloF ghct.

2, & om

IT/OT Kt o3t Yokogawa2] - 4]
Hok RYEF A2 §lo]A] Yokogawa] ¥

Yokogawat= 20191 ] Yokogawa H<¢F -2 AlE (Security
Operation Center, Y-SOC)E #4312, o]= Yokogawa2] A A|
A 1678 Aol Sl ThIRHT g ZUEE gy 2UEHZ o
Aol IDS, AD, PC, DHCP, DNS9}F 2+ W5 IT ] 8t o at
Amazon Web Services ‘;’-l Microsoft Azure®] 4 o E2]Alo] A s}
H(WAF)E B3 SeheE 4% ZokEH, AAE Z42 95
oFF & 5~69 7H4 ]‘?ﬂE 225 FFFIG,

Y-SOCE Z2heE= 7|4t Hol AHH ol o] E ﬂﬂ(SIEM)/\]
2RG 2T %\ot’ﬁl AtolH 91 A (CTD 9 #Al 2

] 2] 2 3-8 /fEetal, ServiceNow SecOpset SecOps

sotH, AR A2 EH ol 7kA] A4S AEekty
(Bt eAAEH o)A, 252t E -3t SOAR). BUEE o2 &
A IoT Al ESe], PLC, @Y A E AH % 44 FAT9F 42 OT &
oS zetete = SEglsUth 18 5+ Y-S0CY| 425 B
o3, 18 62 2AHseHE AR th-8-9] 555 HoFUh Y-SOC
7t A S A ServiceNow SecOps= 50 & Ato]H 913
ARE Fzot]? A& Adsini?, CSIRTO| 47 $3& 245}

2O AT 8- AEAYHY
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SIEM = =

(uses machine learning| ", o =

to automatically detect
security problems

and issues alerts) i \
Anti-virus EDR DS security

software gateway
| . \

e g o B = = .
e = - PSS 2 :
! C m | = Malware analysis.

1 == -

Anti-threat intelligence

Anti-spam, anti-virus
measures

IJ

215 y-soce| 1=

Cyber threat
intelligence (CTI) « Palo Alto FW
Palo Alto :gosnlz:fender ATP
Cortex XDR 1 ) Refer to threat &
information _069\9: s Rapid response
ntgratonof o“\a\\e\oo through orchestration
‘ServiceNow SecOps. P\‘\- ‘\\v
7 (3)

it

ServiceNow (4) 5 i p—
SecOps — e — -
Request a task to — ey
CSIRT S——
b Ing

ey, =

B, v== K Automated SOC will be able to
-l G Kbann automatically mount defense (5) =

within a few minutes

loC: Indicator of compromise

]

26 Atx i e

0lo
fa]

| RSB &

fol
40
ol
dl

T A 75U ARA 19 Hok B B
Yegsl= OT SOC/YEY A &9 AlE (network operations
center, NOOAHI A A3t 58 918 ¥ A (Unified
threat management devices(¢]l: FortiGate, NOZOMI Networks
Guardian)) 9 &4 24 A8 RUEH AH7 EHE YEAY]
T2 9j2e ATk AL S Al e = 22 U 2 A
BlE Haskal of-g el tiet 29-& AAF ek

IT/OT-&% SOC

£l
S 24T & =S YT Ade ATy Het oS Hot
aeos 24T 4 =S A LAY

Y-SOC9| 22h¢Ex 17 OT Al2Hofl A e
21 AEE A6k, I A EENAE g JEE
Sz HojFyct CTI % Al el ofsl] Zx7t 44
SOC |IA ool A AHs o2 JR7 EE =i, T- vh& o
ol TRt AlFE E&Y =75 ARgetel A WidS A
Pyt 14§ A HE AT o2 Y-SOCeH #14 SO

AT YT 5FL ol % ERAE Belo] AgHE OF Axm

i)
lut

=)
TR e TR R R (< A A 1)

oft <

e[}

o 2
o

O fde X

= o
o,

7121 SOC AAIHote Y-S0Ce] Apolf 5 A48 Aefieh &
e z2hele g 1S4 A

* Integrated dashboard

* Incident workflow

» Machine learning for detecting
unauthorized access

Y-SOC

(level 2, 3)

Refer to the dashboard
Region Ir ‘
Collecting logs SOoC Security product
and events (level 1) consoles

(Claroty, AV, FW)

Alert notifications,
reports

Customer

1217 Y-SOC 9 X|2f SOC 7+ 3¢

OT SOC BUH 9] 4

OT SOC BYE|F 9] g 742] o7} ofefje]] AAI=|o] izt
J9 82 OT SOC ZUHY HEA ] 14& BojFr, 19 9=
OT SOCY] o}7 184 & HolF Ut

OT soC

| —
26,044 5 ° ‘;
14,308 11,158 & ° -
.||I|

Sushi Sensor

| Firewall

E': Logstash Server
T Firewall
N

=]

PCN Network

=)

HMI  EWS AV Serer =

= Lo =1
e o 1T &
Network FCS [Ld scs | |

LoRaWAN

=)

JZ8 0T SOC ZLIER HEX A 1Y

Kibana Ul

e
CLAROTY  |syslog
cTD

- Watcher
Elasticsearch Seript
syslog Cluster Jira
" . 7 Incident
Server Machine nciden
Learning Management

BeyondTrust | SYslog
RAS

Motes |29 Python
Antivirus Script Ao
beats
Windows
EWS

Script

3319 OT SOCe| o7 |Ellxq
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H 10T SOC AHE Al2|2f HOF ZF 7H 2

No. AR ARl AY ICS/ISO & Hotots
loT &Z2| Modbus & 7[E} S48 2LIEZSI0] Q7H/ESQIE|Z| 2 FA|E ISO/IEC 19770-1
1 (Sushi sensor &) EFZ|SHL|CH LoRaWAN AH|0|EQ|0] 212 421511, AlA Q| HHE{2| EC 62443 ' ZHAF 22|
DLEHY SE2 DHEHIFLC,
5 ot QIHIRE/OtR HHRE T2, UstH i A At 2 0 REH ISO/IEC 19770-1, I 2
SLEE 2D AT AS DU IFC 62443 22
Ct=zc gl - o = o 5 ISO/IEC 19770-1, 5
3 2 817 BLIERI B2E LLE (EWS/FCS)2| ¥ AlRtE 2ot 22 E WPt EC 62443 sk 2|
_ IEC 80001-2-8:
Hiol2{A ZEoj| TSt 22 FEE 2L EYFLICH =
4 BO[2{A EF7| 2016, ISO/IEC 27035 ol 22|
IZajA| E2J0|20| Bt AL QL|E{2lEHC] , ,
USB 22A| E2t0|E9| 2ot HAS L HYFLIC <0 27039
5 A HNIA MH FA E4E Qo] £8E= 91 BMAE DLEHZRILC, IEC 62827-3: A HMA
DLEHY FA B4+ GHO|Ee| L2 L HAZEE DL EHZRILC, 2016, ISO/IEC 18028-4:2005 ot
OT ¥H| 2LHYE 2Ist XI% 2/ &3] (CTD)E A ct.
OTLZEZE ISO/IEC 19770-1
HESI0|MQ| 2% 4 T2EE M DU ' AL BH2
6 oUe g}TLlll} A0 MC| R = 4 2 OT S 2LH EC 62443 f |

theet AR 2 RE o] AA" 2= Logstash AH(ZL 3
2 B E A3t Elastic NV tool) & AEHYth Windows ©JHIE
Level 2 Z2AA HEF AH(: EWS)eIAE =g U A
) 91g HE(CTDE Z=x3519, Python AT HEE St A A U
ARy

H| AR B 2pE 0 2 73] 18 e Hot—Warm o}
8247} Q= Elasticsearch Clusterol] o]l wjo]e]7} 2] =]7] wjie]

A A E (time series) | 0TH O] 4] A A0t Z2o] BT FZHY
o}, Watcher 23 HE} M4l 2 AFHEE #2449 HolHE A
2% 02 Kibana(A|2H5} £7)7h thAIH.Ce] o} BAFL AT
7t A2 =9 Jira?t APIE B0l A5 02 EjZlE AAdste] SOC
1o 2= SOC A YoloflAl Attt o] %ol 2= OT A
20 FHA ol $AEAE T, 7R A (AFEATRDE 1t
ofstm, Zk ARG AbE|oll tisto] 918 SAeiet i A7 AfH|A
5= X (service level objectives, SLO)Z AA gt} 9-2& E5F
[EC/ISO #&39] 4w ghelghyrt. & 1.2 4«97 miAX
ARG AR 5 RU B £2]9] ol F HolFUth

ZF A 9] R AT Sl AR ER BUH YD 4 Sl
Yt o]5 E5) OT YEYT W ZF LEo] 57 7 x| 2} oHIE
THAE BA, 1T 9 OT Heke FHA 07 AjZeked 4= Qlg Uyt 11
2] 10<& Kibana UIE AFESE OT SOC A HE AT 2 9] o & Hol
F4toh

il

=

v

12343 * | I @i 26,044 5 ¢ ' ﬁ;
e | 9 % o

14,308 11,158 578 iy

Claroty CTD
Dashboard

212 74 _18 15 15 __9. peneettentunietenstinel,
I o e €
- Firewall ‘

MacAfee Dashboard

1 Dashboard 1 I I I I
(SN | [ ee—

J2N0OTSOCOHA|EE AF2

o= AR AR o]F AR SR HEE EAEUTh AF

1 EJZ2 Jira®t ServiceNow?} APIE Fall A5 22 A4

m SOC ¥ 19] 219 SOC <A ol Het BUER, ZH]

1474 \}l _7_77114-/] oqa}o 1:1-1:}01-1/]1:]. ] o 3:_?_]- A]—_T_V @37}
“Htrue)” T “AA FA(false positive)” ol SFol=A] o
w234 (True positive) A1 H-8-2 SOC 4l 22 A

Ut (escalated).

B SOC #¥l 29] dixUol= ¥l JHE vigfo s 9199 A4
& A s, At BlZS e e ot Qloka ks AR A
BHE M 3= o Ade o]l Th

B SOC #¥ 39] Ay ol Abare] tisto] 1 Ae], 7 AR 9

A 220 PRF KU AE 2Py

AT 520 QlojA A 9] dAl= APIZ 55 Elastic Cloud]
A5 Jirao] 25f Z}EO-E-— A2 gyrh 047\] 2 19] A Yol=
7

o[-}

o
T
Z:

Iﬂgﬂ_,] /KHEH7]- A Z¥s}t 5]"1 SLA &2~ /‘]'EH7]- Wobs] BAY
%‘ 112 OT SOCY] alA o] 2| A|AEL e, 18

2 B P A RE 2399 o2 HolFU

Detect alerts Issue incident s
and events » tickets " Jira

L * Close false positives
SOC level 1 » * Primary investigation,
mitigation

* Analysis, investigation
SOC level 2 B . Mitigate the incident

« Further investigation
SOC level 3 B - Digital forensics
* Propose remedies

12111 0T SOC2| YIX|L|0f K| A|AE!
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il Incident i

Monthly/SLA
v s tlcket dashboard -

reports

t o

O

;1125

I I

Inmdent ticket (describing
the event, remedies, etc.)

FF AL

@]+ Yokogawa Group2] HQF AH| 2 Sk 71setet A& ¢
Utk Y-SOC ZF A9 SOC(Y4E, A7FEE, 1%k, Fafyo}, Yd
ge =) 1 9s S0 AYUTh Y-SOC| AfolH Kot 74
L5leS ghgsle, 9als 1 [T/0T Kot B AS A Ao
& 3ad AYdyrh

Yokogawat= ZFAFS] OT A& Lol t& 2JAte] OT AlFL
2 RYHHS et 4] Alo] A~7E MITRE ATT&CK &
IJARE Alo] Al g o] TRt Afo]H] HQE QIR AA g BRE
sk Qlsuch 3% 132 229 Het 299 27 728 HolF
Y,

éi;gapore (Lab) :

The Netherlands (SOC)
e Japan (COE)

48
B ZoAL [TeF 0T A&A 0l $at-e 1elste] HoF Big

j 54 l:l%
% Hu| 2] Bt Yokogawa®] H ALE g

IT9 OT= AAE 7H8A E AR T8 SHolq A= ohEd
t}. Yokogawat= 219] IT/OT 2Hgof thet A4 T}o] QT H-E vf
Fog, 9ol wpE 271 YW oJHE RO £t WAl 2dS &
| A TR ) A, Tlej 1 A k] BuE o] oigh v
HE AAE AUt 2+ 21919 SOC 1A H ol 53 F=oto], 22

rolx

= E AR )-8 2A 23] Al¥ (workaround plans) AlA] 2 A
I g WSS AlFshs 5 14 HEY DX HeF AHAE A
A€y
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